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Abstract: Technical challenges of cloud forensics was summarized and a forensics framework under an infrastructure as
a service(laaS) cloud model called ICFF was proposed. Then, this framework on the open source IaaS cloud platform

Eucalyptus was implemented. Finally, a test case to demonstrate the effectiveness of ICFF was designed. Experiments

show that the framework can obtain evidence data in cloud platform effectively and efficiently.
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